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Data usedto illustrate the reports and screens may include names of individuals, companies, brands,
and products. All of these names are fictitious; any similarities to actual names are entirely
coincidental. Further, any illustrations of report formats or screenimages are examples only, and
reflecthow a typical customerwouldinstall and use the product.
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INTRODUCTION

Welcome to the New World ERP Mobile App Helper Guide. Thisguide is designed to helpyou getthe
infrastructure in place toinstall mobile applications thatinterface with New World ERP. Thisguideisan
augmentationtotheinstall guide forthe ERP product that will talk about the actual installation process
for the mobile software.

SETUP GUIDE
TECHNICAL PREREQUISITES

On live environments, the myCommunity software (currently the framework myApprovals and
mylnspections applications) would be installed in the DMZ at your site sothe app can be used by users
anywhere inthe world. We’d recommend using the eSuite servertoinstall the myCommunity application
as that serverislikely already inthe DMZ. Port 443 would needto be open betweenthe Application
Serverand myCommunity serverinthe firewall. Thisisatwo-way communication. We recommenda
similartest mobile/web serverbe configured in the DMZ to allow for testing of environment equallity
before go-lives.

If the mobile serverisa new machine and eSuite is not licensed at yoursite, an SSL certificate is required
on the mobile serverto be boundtothe Default Website in Internet Information Services manager (11S).
Itisa good practice to add a host header mappingto the HTTPS bindingin lISthat corresponds to the
name the certificate will resolvetoin DNS. Thisensureswhenyoubrowse toasiteinlIS thatis served by
that certificate, thatyou won’t get a certificate error.

A diagram of recommended servertopology for mobile productsis displayed below.

Note: On-premise clients own their hardware and the security of their hardware, including eSuite and
myCommunity. Tyler Technologies can provide information about making eSuite and myCommunity
accessible to the public and recommend that SSL certificates are used; however, the clientneedsto
make the determination and devise a security solution that works for their organization and its needs.

v Mobile DM?Z
App
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ENABLING PUSH NOTIFICATIONS

To enable the Apple push notifications (currently for the mylnspections app), some firewall
considerations needto be be addressed. Please followthe directions below and more information can
be found here: https://developer.apple.com/library/archive/technotes/tn2265/ index.html|

1. To send notifications, you will need to allow inbound and outbound TCP packets over port
443 for the HTTP/2 provider API or port 2195 for the binary provider API.

2. Toreach the feedback service, you will need to allow inbound and outbound TCP packets
over port 2196.

3. Devices and computers connecting to the push service over Wi-Fi will need to allow
inbound and outbound TCP packets over port 5223, or port 443 for a fallback when devices
can’t reach APNs on port 5223.

4. 0OS X systems will also need to allow inbound and outbound TCP traffic over port 80.

Note:The IP address range forthe push service is subjectto change; the expectationis that providers will
connect by hostname ratherthan IP address. The push service uses aload balancing scheme thatyieldsa
different IP address forthe same hostname. However, the entire 17.0.0.0/8 address block is assigned to
Apple, soyou can specify thatrange in your firewall rules.

TESTING MYINSPECTIONS CONNECTIVITY

To assistintesting connectivity between the mobileserverand application serverfor mylnspections,
thereisa test that youcan run from the mobile server. Utilize the below URLand replace
HOSTHEADERMAPPING with the name the certificate of the mobile serverresolvestoin DNS. Whenthe
site loads, users can attemptto login and this will emulate use from the mylnspections application.

https://HOSTHEADERMAPPING/CD.WebAPI.Inspections/logos/myinspectionstest/loginpage

mylnspections Login Test

lUsemame
Password

Login

TESTING MYAPPROVALS CONNECTIVITY

To assistintesting connectivity between the mobileserverand application server formyApprovals, there
isa testthat you can runfrom the mobile server. Utilize the below URLand replace
HOSTHEADERMAPPING with the name the certificate of the mobile serverresolvestoin DNS. Whenthe
site loads, users can attemptto login and this will emulate use from the mylnspections application.
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https://developer.apple.com/library/archive/technotes/tn2265/_index.html
https://hostheadermapping/CD.WebAPI.Inspections/logos/myinspectionstest/loginpage

Logginginwith a valid account will display asuccess message if the web server can appropriately connect
to the applicationserver.

Mobile Approvals Login Test

Username nws
Password
Login

Successl! This approver has 19 pending approval(s) associated with their account.

Failures will also display (shown below) if there is a connectivity issue betwe en the servers.

https://HOSTHEADERMAPPING/mobileapprovals.webapi.external/mobileapprovalstest/loginpage

Mobile Approvals Login Test

Username nws
Password

| Login |

There was an error while trying to reach the internal API
Show Error

M"Message" "Unable to find an endpoint that matches your request "}

SERVER REQUIREMENTS FOR MOBILE

Please referto https://check.tylertech.com/ forhardware requirements. Tologin, use yourpersonal
email address with a password of Tyler. For mobile, pleaselook atthe web serverrequirementsonthe
site by answeringyes to the “Will you be utilizing eSuite orthe myCommunityapplications?” question.
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